2005/12/7

IRR Security

JPNIC

JPIRR BoF in IW2005



* Route Hijacking

* IRR
 JPIRR

2005/12/7 JPIRR BoF in IW2005



Rie Route Hijacking

— Route Hijacking

— Hijack
 prefix
« AS

2005/12/7 JPIRR BoF in IW2005



Rie Route Hijacking

— Inter-AS
— 3AS
— origin AS, MED

2005/12/7 JPIRR BoF in IW2005



o=
@

2005/12/7

Route Hijacking

Y

/
/
/
7
/
@

/
/
/
/

JPIRR BoF in IW2005

N

UPDATE




e poute Hijacking

— /16 70% 45,873
( ¥3,000/
. /18  ¥7,046,430,720
. 24  ¥107,520
~ 2005 12 1 @JPNIC
e [24 /8 175,513
. IP 33,554,176
e 0.5%
— ¥70,463,770

2005/12/7 JPIRR BoF in IW2005



"" . "
Rie Hijacking
o prefix

— origin AS prefix

e AS

— origin AS
AS

e AS PATH
_ AS PATH

2005/12/7 JPIRR BoF in IW2005

AS



2005/12/7

IRR
R - Aut-num object
~_ - Route object
(Route-set object)
JPIRR <. As-set object
~__

©® © ¢

JPIRR BoF in IW2005



IRR

ﬁut—num object \
AS

JPIRR

2005/12/7

- Route object
(Route-set object)

origin AS prefix

— - As-set object

N >

JPIRR BoF in IW2005 9




2005/12/7

i

JPIRR BoF in IW2005

10



e Aut-num object

(AS ) o IRR

« Route object
(AS prefix )
— prefix AS _PATH

— dela
« As-set object y

AS_PATH .

OO OO

2005/12/7 JPIRR BoF in IW2005 11



2005/12/7

JPIRR Security

JPIRR BoF in IW2005

12



—IP

— JPIRR

2005/12/7

JPNIC

JPIRR Security

Mirroring, CRISP

AS
IP AS

JPIRR BoF in IW2005

13



1. AS
— JPNIC "AS
— JPIRR Web
As-num object
2.
¢ IP
¢ AS
« JPNIC
3.
2005/12/7

. "AS
AS

AS mntner prefix
Route object
AS P

JPIRR BoF in IW2005

14



ISP

/ prefix

2005/12/7 JPIRR BoF in IW2005



. Aut-num object
M., ?\, —> Route object

AS

\ AS-prefix
JPNIC

2005/12/7 JPIRR BoF in IW2005 16



mntner prefix Origin AS
mntl 1.1.0.0/16 |allow 12345
mnt3 1.1.0.0/17 |allow (optional)

2005/12/7

JPIRR BoF in IW2005

17



2005/12/7

JPIRR BoF in IW2005

18



2005/12/7

AS

(Option Service)

JPIRR BoF in IW2005

19



2005/12/7

JPIRR BoF in IW2005

20



— person or role

2005/12/7

JPIRR BoF in IW2005

feasibility

21



— JPIRR

2005/12/7

IP

D IP

JPIRR BoF in IW2005

22



. A
— JPIRR
. B
. C
— PGP
. D: IP
— AS

2005/12/7

feasibility

JPIRR BoF in IW2005

23



2005/12/7

IP

2]

3] JPOPM

JPIRR BoF in IW2005

24



— RFC3779

e SOBGP, s-BGP
— APNIC20
— |IETF-64 SIDR BoF

— RIPE NCC's action plan 2006

2005/12/7 JPIRR BoF in IW2005

25



* Route Hijacking

 |IRR

« JPIRR

2005/12/7

AS prefix

JPIRR BoF in IW2005



2005/12/7

JPNIC

JPIRR BoF in IW2005

27



® Frisy  EED .l,-im. H:::Mc: FeMD AT .“:ﬂ
'?h:“ti;]‘:l-fji:ml- :.:w:f:mu ] = I nm
— JPNICCA Web Rk e A W A |
e  http://jpnic-ca.nic.ad.jp/ -
® r.-:::tr |
1. ca-guery@nic.ad.jp " .
o i (5 enn [T mee |
° LT I — _ha |
2 ;I].I-t'—-ﬂmm I j-f'.d-mj
3.
4. IP
°

—  ca-gquery@nic.ad.jp

2005/12/7 JPIRR BoF in IW2005 28



